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L BACKGROUND

On January 8, 2002, the LAUSD Beard of Education established Board Rule 1254 as the
Acceptable Use Policy for the Internet as required by the Children’s Internet Protection Act.
All connections to the Internet by Los Angeles Unified School District (LAUSD) students or
emplovees are subject to the LAUSD’s Acceptable Use Policy (AUP). This bulletin will
undergo annual review to ensure that 1t reflects current laws and regulations.

Access to the Internet allows connections to computer systems located all over the world.
Users (and parents of student users) must understand that neither the District nor any
LAUSD employee controls the content of the information found on these systems. Some of
the information may be controversial and may even be offensive to some individuals.
Teachers, administrators, and other school personnel should ensure connections to the
Internet are used in a responsible, efficient, ethical, and legal manner, and such use must be
in support of education and research consistent with LAUSD’s educational objectives.

11 PROCEDURES
Users of District networks or the Internet must adhere to:
Attachment A (ACCEPTABLE USE POLICY). Site administrators must use the

appropriate attachments to certify the District's Acceptable Use Policy has been distnbuted
and signed by their staff, students, and parents/guardians.
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Attachment B (EMPLOY EE AGREEMENT) is required of al employees of the LAUSD using a
Didtrict computer network or Internet access.

Attachment C (STUDENT AGREEMENT) isrequired of al students of the LAUSD using a
District computer network or Internet access.

Attachment D (PARENT OR GUARDIAN AGREEMENT) isrequired of dl Parent or Guardians
of the LAUSD having children in LAUSD programs using a Digtrict computer network or Internet
access.

Attachment E (STTE AGREEMENT) isrequired of dl schools and offices.

Attachment F (STUDENT INTERNET TEST) isrequired of dl students of the LAUSD using a
Didrict computer network or Internet access.

Please use the appropriate attachments and follow the procedures on each attachment for submittal
or locd filing.

HH##



LOS ANGELES UNIFIED SCHOOL DISTRICT
Information Technology Division

BULLETIN NO. K-19 (Rev.) ATTACHMENT A
March 15, 2002

ACCEPTABLE USE POLICY (AUP) FOR THE INTERNET
(This Acceptable Use Policy replaces Bulletin No. K-19 (Rev.) dated August 20, 1999)

Reasons for this Policy

The Los Angeles Unified School District ("School District") is providing computer network and
Internet access for its students and employees. This service allows employees and students to share
information, learn new concepts, research diverse subjects, and create ‘and maintain school-based
websites.

The School District has adopted this Acceptable Use Policy ("Policy”) to set guidelines for
accessing the computer network or the Internet service provided by the School District. Every year,
students and employees who want computer network and Internet access for that upcoming school year
need to sign and submit this Policy to the School District. Students who are under 18 also must have
their parents or guardians sign this Policy. By signing this agreement, the student, employee, and parent
or guardian agree to follow the rules set forth in this Policy and to report any misuse of the computer
network or the Internet to a teacher or supervisor. Parties agreeing to this policy also understand the
School District may revise the Internet Acceptable Use Policy as it deems necessary. The Schoo!
District will provide notice of any changes either by posting such a revised version of the Policy on its
website or by providing written notice to the students, employees and parents or guardians.

To obtain free computer network and Internet access, students also must successfully complete
the Student Internet Test and follow any school procedures developed at the school site. Each student or
employee who qualifies may access the computer network or Internet. This Acceptable Use Policy must
accompany any request for a LAUSDnet account (which provides district email and dial-up access) and
is also required for access to any LAUSD network and LAUSD diai-up service. The student or
employee is required to change the password the first time he or she uses the Account and routinely
thereafter.

The Account may only be used during the time the user is a student or employee of the School
District. Anyone who receives an Account is responsible for making sure it is used properly.

Acceptable Uses of the Computer Network or the Internet

The Account provided by the School District should be used only for educational or professional
purposes. Staff may use the Internet for personal use only if such use is incidental and occurs during
their duty-free time.

If a user is uncertain about whether a particular use of the computer network or the Internet is
appropriate, he or she should consult a teacher or SUpeTViSor.
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Unacceptable Uses of the Computer Network or the Internet

The following uses of the Account provided by the School Digtrict are unacceptable:

Uses that violate any tate or federd law or municipal ordinance are unacceptable. Unacceptable
usesincude, but are not limited to the following:

1
2.

3.

Sdling or purchasing any illegd substance;

Accessng, transmitting, or downloading child pornography, olbscene depictions, harmful
materias, or materids that encourage othersto violate the law; or

Tranamitting or downloading confidentia information or copyrighted materids

Uses that involve the accessing, tranamitting or downloading of ingppropriate matters on the
Internet, as determined by the school board, loca educationa agency or other related authority
Uses that involve obtaining and or using anonymous email Stes.

Usesthat cause harm to others or damage to their property are unacceptable. Unacceptable uses
include, but are not limited to the following:

1

N
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10.

Deeting, copying, modifying, or forging other users e-mails, files, or data;

Accessing another User’s email without their permission, and as a result of that access,
reading or forwarding the other User's e-mails or files without that User's permisson;
Damaging computer equipment, files, data or the network;

Using profane, abusive, or impolite language;

Disguising one's identity, impersonating other users, or sending anonymous e-mail messages,
Thresatening, harassng, or making defamatory or false statements about others;

Accessing, tranamitting, or downloading offengve, harassing, or disparaging materids,
Accessng, tranamitting or downloading computer viruses or other harmful files or programs,
or in any way degrading or disrupting any computer system performance; or

Accessing, transmitting or downloading large files, including "chain letters’ or any type of
"pyramid schemes.”

Using any district computer to pursue “hacking,” interna or externd to the digtrict, or
attempting to access information that is protected by privacy laws.

Uses that jeopardize access or lead to unauthorized access into Accounts or other computer
networks are unacceptable. Unacceptable uses include, but are not limited to the following:

1
2.

3.

Using other users Account passwords or identifiers,

Disclosing one's Account password to other users or dlowing other users to use one's
Accounts;

Getting unauthorized access into other users Accounts or other computer networks; or
Interfering with other users ahility to access their Accounts.



BULLETIN NO. K-19 (Rev.) -3- ATTACHMENT A
March 15, 2002

e Commercial uses are unacceptable. Unacceptable uses include, but are not limited to the
following:

1. Selling or buying anything over the Internet for personal financial gain; or

2. Using the Internet for advertising, promotion, or financial gain; ot

3. Conducting for-profit business activities and engaging in non-government related
fundraising or public relations activities such as solicitation for religious purposes,
lobbying for political purposes, or soliciting votes.

Internet Safety

e In compliance with the Children's Internet Protection Act ("CIPA"), the School District will
implement filtering and/or blocking software to restrict access to Internet sites containing
child pornography, obscene depictions, or other materials harmful to minors under 18 years
of age. The software will work by scanning for objectionable words or concepts, as
determined by the School District. [Note: CIPA does not enumerate any actual words or
concepts that should be filtered or blocked. Thus, CIPA necessarily requires that the School
District determine which words or concepts are objectionable.] However, no software is
foolproof, and there is still a risk an Internet user may be exposed to a site containing such
materials. An Account user who incidentally connects to such a site must immediately
disconnect from the site and notify a teacher or supervisor. If an Account user sees another
user is accessing inappropriate sites, he or she should notify a teacher or supervisor
immediately.

o In compliance with CIPA, the School District and its representatives will implement a
mechanism to monitor all minors' on-line activities, including website browsing, email use,
chat room participation and other forms of electronic communications. Such a mechanism
may lead to discovery a user has violated or may be violating this Policy, the appropriate
disciplinary code or the law. Monitoring is aimed to protect minors from accessing
inappropriate matter, as well as help enforce this policy, on the Internet, as determined by
the school board, local educational agency or other related authority. The School District
reserves the right to monitor other users' (€.g., employees, students 17 years or older) online
activities, and to access review, copy, store or delete any electronic communications or files
and disclose them to others as it deems necessary.

¢ If a student under the age of eighteen accesses his/her LAUSDnet Account or the Internet
outside of school, a parent or legal guardian must supervise the student's use of the Account
or Internet at all times and is completely responsible for monitoring the use. Filtering and/or
blocking software may or may not be employed to screen home access to the Internet.
Parents and legal guardians should inquire at the school or district if they desire more
detailed information about the software.

¢ Student information shall not be posted unless it is necessary to receive information for
instructional purposes, and only if the student's teacher and parent or guardian has granted
permission.
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Account users shal not reved on the Internet persond information about themsalves or about other
persons. For example, Account users should not reved their full names, home addresses,
telephone numbers, school addresses, or parents names on the Internet.

Account users shal not meet in person anyone they have met on the Internet in a secluded place or
aprivate setting. Account users who are under the age of 18 shal not meet in person anyone they
have met on the Internet without their parent's permission.

Account userswill abide by al school district security policies.
Privacy Policy
The Sysem Adminigtrator has the authority to monitor al Accounts, including e-mail and other

materias transmitted or received viathe Accounts. All such materiads are the property of the School
Didtrict. Account users do not have any right to or expectation of privacy regarding such materias.

Storage Capacity

To ensure that Account users remain within the allocated disk space, users with email accounts
should check their email frequently and delete unwanted messages and other files or data that take up
excessve sorage space. The system administrator will aso routinely delete messages from Account users
inbound and outbound log files, messages saved to the archive folders on the system, and messages posted
to the School Didtrict's web site.

Pendties for Improper Use

The use of the Account isaprivilege, not aright, and ingppropriate use will result in the redtriction
or cancdlation of the Account. [nappropriate use may lead to any disciplinary and/or legal action, including
but not limited to suspengion or expulson or dismissa from employment from the School Didtrict, or
crimind prasecution by government authorities. The School Didrict will attempt to tallor any disciplinary
action to meet the specific concerns related to each violation.

Disclamer

The School District makes no guarantees about the quality of the services provided and is
not responsible for any claims, losses, damages, costs, or other obligations arising from the
unauthorized use of the Accounts. The School Didtrict aso denies any respongibility for the
accuracy or qudity of the information obtained through the Account.

Any statement, ble on the computer network or the Internet, is understood to be the
author'sindividua point of view and not that of the School Didtrict, its affiliates, or
employees.

Account users are responsible for any losses sustained by the School Didtrict or its
affiliates, resulting from the Account users intentiona misuse of the Accounts.

For further information, please call the LAUSDnet Unit at (213) 633-1227.
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EMPLOYEE AGREEMENT

All active employees must read and sign below.

| have read, understand, and agree to abide by the provisions of the attached Acceptable Use
Policy of the Los Angeles Unified School Didtrict (“"School Didtrict™).

| understand and agree in the event athird party makes a clam againgt the School Didrict asa
result of my use of the computer network or the Internet provided by the School Didtrict, the School
Didtrict reservesiits right to respond to such aclam asit seesfit and to hold al offending parties, including
mysdlf, repongble,

| release the School Didtrict, its affiliates, and its employees from any clams or damages of any
nature arising from my access or use of the computer network or the Internet provided by the School
Didlrict. | am responsible for toll charges (if any) asaresult of usng LAUSDNet services. | dso agree not
to hold the School District responsible for materias improperly acquired on the system or for violations of
copyright restrictions, user’s mistakes or negligence, or any costs incurred by users.

This agreement shdl be governed by and construed under the laws of the United States and the
State of Cdifornia

Employee Name Employee No.

Employee Signature Date

Thisformisto be kept at the school or office and kept on file by the school site administrator. Itisrequired for all
employees that will be using a computer network and/or Internet access. It isto berenewed each year prior to any
computer network or I nternet usage.
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STUDENT AGREEMENT

All active students, regardless of age, must read and sign below.

| have read, understand, and agree to abide by the provisions of the attached Acceptable Use
Policy of the Los Angeles Unified School Didtrict ("School Digtrict”).

| understand and agree in the event that athird party makes aclaim against the School Didtrict asa
result of my use of the computer network or the Internet provided by the School Didtrict, the School
Didtrict reservesiits right to respond to such aclam asit seesfit and to hold al offending parties, including
mysdlf, reponsible.

| release the School Didtrict, its affiliates, and its employees from any claims or damages of any
nature arising from my access or use of the computer network or the Internet provided by the School
Didrict. 1 am respongblefor toll charges (if any) asaresult of usng LAUSDNet services. | aso agree not
to hold the School District responsible for materidsimproperly acquired on the system or for violations of
copyright regtrictions, users mistakes or negligence, or any costs incurred by users.

This agreement shal be governed by and construed under the laws of the United States and the
Stae of Cdifornia.

School Location Code
Student Name 10 Digit Student ID Number
Student Signature Date

The student completed the Student Internet Test on the following date:

Name of Teacher-Sponsor (for Student Users)

Thisform isto be kept at the school site and kept on file by the classroom teacher or school site administrator. It is
required for all studentsthat will be using a computer network and/or I nternet access. It isto berenewed each year
prior to any computer network or | nternet usage.
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PARENT OR GUARDIAN AGREEMENT
All parents or legal guardians of students under 18 must read and sign below.

Asthe parent or lega guardian of the above student, | have read, understand, and agree my child
or dependent must comply with the provisions of the attached Acceptable Use Policy of the Los Angdles
Unified School Didtrict ("School Digrict”). | give full permission to the School Didtrict to give my child or
dependent access to a LAUSDnet Account and to the LAUSDnNet system.

| accept full respongbility for the supervision of my child or dependent's use of hisher LAUSDNnet
Account and the Internet at home or while not in aschool setting. | understand and agreein the event a
third party makes a claim againgt the School Didtrict as aresult of my child or dependent's use of the
computer network or the Internet provided by the School Didtrict, the School Didtrict reservesitsright to
respond to such aclaim asit seesfit and to hold al offending parties, including my child or dependent,
responsible.

| release the School Didrict, its afiliates, and its employees from any clams or damages of any
nature arigng from my child or dependent's access or use of the computer network or the Internet
provided by the School Didtrict. | am responsible for toll charges (if any) asaresult of usng LAUSDnet
sarvices. | dso agree not to hold the School Didtrict responsible for materias improperly acquired on the
system, or for violaions of copyright restrictions, users mistakes or negligence, or any costs incurred by
users.

This agreement shall be governed by and construed under the laws of the United States and the
State of Cdifornia

School

Name of Student

Parent/Legd Guardian Name

Parent/Legd Guardian Sgnature Date

Thisform isto be kept at the school site and kept on file by the classroom teacher or school site administrator. It is
required for all studentsthat will be using a computer network and/or I nternet access. It isto berenewed each year
prior to any computer network or | nternet usage.
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SITE AGREEMENT
All school site administrators providing access to students and employees must sign below.

Asthe ste adminigtrator, | have read, understand, and agree the employees | supervise and the
students at my location have submitted the signed appropriate agreement (STUDENT AGREEMENT,
PARENT AGREEMENT, or EMPLOY EE AGREEMENT) and they are on file at my ste. | understand
these procedures must be updated annualy and must be kept on file a my location

| understand and agree in the event that athird party makes a clam againgt the School Didrict asa
result of my use of the computer network or the Internet provided by the School District, the School
Didtrict reservesiits right to respond to such aclam asit seesfit and to hold al offending parties, including
mysdlf, repongble,

| release the Schoal Didrict, its affiliates, and its employees from any daims or dameges of any
nature arising from my access or use of the computer network or the Internet provided by the School
Digrict. | aso agree not to hold the School Didtrict respongible for materias improperly acquired on the
system or for violations of copyright restrictions, users mistakes or negligence, or any costs incurred by
users.

This agreement shall be governed by and construed under the laws of the United States and the
State of Cdifornia

Date

School Site Location Code
Principa/Site Adminigtrator Principd’s Signature
School Telephone Number School Fax Number

Thisform isto be submitted to the LAUSDnet Unit and a copy kept on file by the school site administrator. Itis
required for all district locations that use computer network and/or I nternet access. It isto be renewed each year
prior to any computer network or I nternet usage.

ThisSITE AGREEMENT may be FAXed to the LAUSDnet Unit at 213-626-4638 or sent via school mail to
Administrative Offices, LAUSDnet Unit, Room G-380.
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STUDENT INTERNET TEST

Note: If a student isunableto read the Internet Test, a teacher may assist by reading the questions and marking the
answers. This*” test” isatool to teach Internet etiquette, NOT a test to exclude anyone. If a student does not pass the
test, the issues should be discussed and the test given again

Multiple Choice: (circle the correct answer)

1. A student or teacher may use his or her LAUSDnet account to
a) sell something

b) hack other systemson the internet

c) doresearchfor aclass project

d) illegally download software

e) harm another individual

2. Sharing passwordsis

a) strictly prohibited

b) acceptable among your closest friends

c) acceptable among fellow students working on aclass project
d) awaysagoodidea

e) alowedif you change your password frequently

3. Deleting unwanted files and emails from your LAUSDnet account is
a) recommended but not necessary

b) not an issue because thereis unlimited disk space

c) required because disk spaceislimited

d) only donewhen my teacher asks meto

e) never done

4. If you think that someone is using your password, you should
a) change your password

b) notify your teacher

c) notify abuse@lausd.k12.caus

d) notworry about it

e) ab,andc

5. When using e-mail, you

a) may send offensive letters

b) may send e-mail to people you do not know
C) may never know who isreading your mail

d) must follow the Acceptable Use Policy

e) candd

6. If youneed help

a) ask your technology teacher
b) look for help on the Internet
c) ask your teacher

d) all of theabove

e) none of the above

7. 1f 1 violate the Acceptable Use Policy, | could

a) berequired to attend disciplinary meeting at my school with my parents
b) lose my LAUSDnet account

c) besuspended from school

d) facepossiblearrest and prosecution

e) all of theabove





